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UNCLASSIFIED



• 38,000 Employees

• Criminal and national security

– Investigation Driven

• Share Cyber with USSS for criminal matters

• International and Domestic Focus
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About the FBI
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Health care Industry
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HHS OCR Reported Breaches 2024

Chart missing two major breaches

– 100 Million and 13.4 Million

586 Total Breaches      Average Breach = 307,309 affected individuals



Cyber Threat Actors



• Direct payments - Ransomware

• Intrinsic value - Healthcare information

• Opportunistic - SOHO
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Driving factors



• Deepfakes: False images, voice cloning 

• Malware: Enhanced sophistication, faster and more 
efficient attacks, autonomous

• Big Data: Targeting and Collection

• Military Tech: Autonomous vehicles, hypersonic missiles

• Disinformation: Politically divisive issues to sow discord

Artificial Intelligence



• Social Engineering

• MFA

• Updates/Patches

• Back-up/Resilience

• Information sharing

– FBI/CISA

– Industry Groups

– Infragard.org

• IC3.gov

– FFKC

Defenses



Thank You
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